[image: image2.jpg](]
m Ephedra Healthcare
\ your local health professionals





STATEMENT OF COMPLIANCE – INFORMATION GOVERNANCE (IGSoC)
Introduction
In April 2018, the new Data Security and Protection Toolkit (DSP Toolkit) replaces the Information Governance Toolkit (IG Toolkit). This change is part of a new approach to measuring progress against 10 data security standards for general practice set out by Dame Fiona Caldicott.

The purpose of this document is to provide an outline of Information Governance requirements for Practices to satisfy, and to enable Practices to certify that the appropriate steps have been taken under the Statement of Compliance for Information Governance (IGSoC).  
The Information Governance Statement of Compliance process is the procedure by which organisations enter into an agreement with NHS Digital (formerly Health and Social Care Information Centre (HSCIC)) for access to its services , including the N3 (NHS National Network). The process includes completing the IG Toolkit, which contains a requirement to agree to the IG Assurance Statement. The Statement contains the terms and conditions of access to NHS Digital services.  
The IGSoC process is completed only once but compliance is reconfirmed through the completion of the IG Toolkit self-assessment and annual acceptance of the IG Assurance Statement. Each annual assessment must be completed and submitted online before the 31st March each year.
Ephedra Healthcare Ltd is registered and completes an IG toolkit on an annual basis.  The minimum attainment level has always been achieved and improved upon.
The IG Toolkit consists of different sets of information governance requirements for different organisational types. However, all organisations have to assess themselves against requirements for: 

· Management structures and responsibilities (e.g. assigning responsibility for carrying out the IG assessment, providing staff training, etc.). 

· Confidentiality and data protection. 

· Information security. 

All organisations undergoing the IG Statement of Compliance (IGSoC) process must commit to achieving attainment level 2 in the IG Toolkit requirements and practices should be aware that final assessment scores are taken in to consideration by the Care Quality Commission as part of their inspection process. It is recommended that any work necessary to make improvements or to maintain compliance should be an on-going process and not left till the year end.

If Level 2 in all requirements is not achieved, an improvement plan which demonstrates how the practice intends to achieve the necessary level must be produced. An improvement plan can be generated automatically from the IG Toolkit by entering comments and actions to be completed 
whilst completing the self-assessment. Select “Assessments" from the menu and then click on the blue text that reads "Create an improvement plan and/or evidence report", then select the report criteria you require to create your action plan.
The remainder of this document summarises the requirements for General Practice 2017/18.  
Information Governance Toolkit
The official toolkit may be accessed on the following link: https://www.igt.hscic.gov.uk/
It is not within the scope of this document to provide technical or policy guidance on the Toolkit and its use.  Guidance sections are embedded within each section of the Toolkit itself to show how each of the requirements may be satisfied to a particular level.  The Toolkit also has an online “Knowledge Base” specifically for General Practice, from which guidance documents and templates can be downloaded (please see the Resources section at the end of this document for link).
The current requirements for General Practice are:
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	Req No
	Description

	Information Governance Management 

	14.1-114
	Responsibility for Information Governance has been assigned to an appropriate member, or members, of staff
	
	

	14.1-115
	There is an information governance policy that addresses the overall requirements of information governance
	
	

	14.1-116
	All contracts (staff, contractor and third party) contain clauses that clearly identify information governance responsibilities
	
	

	14.1-117
	All staff members are provided with appropriate training on information governance requirements
	
	

	Confidentiality and Data Protection Assurance 

	14.1-209
	All person identifiable data processed outside of the UK complies with the Data Protection Act 1998 and Department of Health guidelines
	
	

	14.1-212
	Consent is appropriately sought before personal information is used in ways that do not directly contribute to the delivery of care services and objections to the disclosure of confidential personal information are appropriately respected
	
	

	14.1-213
	There is a publicly available and easy to understand information leaflet that informs patients/service users how their information is used, who may have access to that information, and their own rights to see and obtain copies of their records
	
	

	14.1-214
	There is a confidentiality code of conduct that provides staff with clear guidance on the disclosure of personal information

	Information Security Assurance 

	14.1-304
	Monitoring and enforcement processes are in place to ensure NHS national application Smartcard users comply with the terms and conditions of use
	
	

	14.1-316
	There is an information asset register that includes all key information, software, hardware and services
	
	

	14.1-317
	Unauthorised access to the premises, equipment, records and other assets is prevented
	
	

	14.1-318
	The use of mobile computing systems is controlled, monitored and audited to ensure their correct operation and to prevent unauthorised access
	
	

	14.1-319
	There are documented plans and procedures to support business continuity in the event of power failures, system failures, natural disasters and other disruptions
	
	

	14.1-320
	There are documented incident management and reporting procedures
	
	

	14.1-321
	There are appropriate procedures in place to manage access to computer-based information systems
	
	

	14.1-322
	All transfers of hardcopy and digital personal and sensitive information have been identified, mapped and risk assessed; technical and organisational measures adequately secure these transfers
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Annual Re-Affirmation of IGSoC
Because the IG Assurance Statement is a required element of the IG Toolkit, it is re-affirmed by the practice’s annual submission of the online self-assessment.

When you click the “Publish” button to submit your assessment, you will be presented with the IG Assurance Statement. Your acceptance of the Statement provides evidence of your agreement to comply with the terms and conditions in place regarding your use of HSCIC systems and services.
Resources
“Completing your IG Toolkit assessment' user guide: https://www.igt.hscic.gov.uk/resources/userguide-howtocompleteassessment_gps-pharmacies.pdf
NB If the above link does not work, copy and paste the web address into your browser

IG Toolkit, Knowledge Base for GP
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